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IMPORTANT : CYBERBULLYING AND APPROPRIATE USE OF MODERN TECHNOLOGY
13/10/2021

Dear Parent / Guardian,

Technology is at the very centre of all our lives today - especially our children's. Learning how to use technology wisely is
an essential skill for life and learning in the 21st century. However at a time when there is increased access to numerous
different technology platforms, many children are at a greater risk of online grooming, cyber bullying and exposure to
inappropriate or illegal content online. At YGG Parc y Tywyn we believe that both school and parents/carers need to
work in partnership in order to safeguard children from harm online.

As you are aware modern technology can be misused. Young people may get into difficulty if they don’t think about the
consequences of the information they share/post. Equally, passing on gossip, photos or information among friends can
be a form of bullying, so children need to think before they post or send anything. Unfortunately some young people
have been bullied through the use of text messages, chat rooms, message boards and networking sites outside school
hours. This is not acceptable and we wish to reduce the chance of this happening to your child.

A number of our pupils in upper Key stage 2, who are under 13 years of age, have £y TN TRIE LY LTG0
social media accounts. Such social media sites state that ‘children under the age of : o) \
13 are not permitted to access their network site’. In addition, ‘parents of children oo

13 years and older should consider whether their child should be supervised whilst
using such media’.
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As a school we recognise that many older pupils use social media networks such as C ete
Facebook, Instagram, Tic Tok sensibly and with parental permission although we do 6 oo @ veore
not condone this. We would encourage that you only give access to devices,
websites, apps, games and social media sites that are age appropriate! However, should you allow your child to use such
sites, it is really important that you check regularly their privacy settings and profiles for inappropriate postings and
membership groups.

IMPORTANT : We would ask you to support the school’s approach to on-line safety i.e. pupils should not deliberately
upload or add any images, videos, sounds or text that could upset or offend any member of the school
community. It has been brought to my attention that there are very inappropriate postings/messages about other pupils
on some social media sites and in particular in the Year 6 pupils WhatsApp group. We would be grateful if you could
discuss with your son or daughter the hurt that can be caused. In some cases pupils had not considered the
consequences of their actions! | would encourage you to look at the children’s WhatsApp group and act responsibly
through issuing sanctions if you feel it is applicable for your child!

Parents and carers play a key role in supporting children to learn about how to stay safe online, and they are one of the
first people children turn to if things go wrong. We know it can be difficult to stay on top of the wide range of sites and
devices that young people use, so we hope that the attached correspondence for yourselves with regards to keeping
children safe online and conversation starters for parents and carers will be of help. Also here are some useful websites
for parents with regards to keeping you children safe online :
www.saferinternet.org.uk
www.nspcc.org.uk
www.thinkuknow.co.uk/parents/

Educating children to highlight positive uses of technology is important to us here
at YGG Parc y Tywyn. We sincerely hope that together we can ensure that our ¥
children are supported in their internet / social media use right from the start.

Yours faithfully,
C Davies

C Davies—Headteacher
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' @m Keep your personal information safe. When chatting or posting
online don"l give away things like your full name, passward or
home address. Remember personal information can be seen in images and videos you
shara too. Keep them safe to keep yoursalf safe.

Meeting up with someone you only know onling, even a friend  »
of a friend, can be dangerous as this person is still a stranger.
If someane you only know online ever asks you to meet up, for personal information -

or for photos/videos of you then tell an adult straight away and report them together _ Ja
on
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true. To find reliable information compare at least three different websites, check in books
and talk to someans about what you have found.

w L
Tell a trusted adult if something or someone ever makes you feel . .
upset, worried or confused. This could be if you or someone you -

know is being bullied online. There are lots of people who will be able o belp you like
your teachers, parents, carers or contact Childline = 0800 11 11 or www.childline ang.uk

WWW.CHILDNET.COM




Satonal 7 questions to help you start a conversation
with your child about online safety
¥
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Which apps/games are you
using at the moment?

THIS WILL GIVE YOU A GOOD OVERVIEW OF THE TYPES OF THINGS YOUR CHILDREN
ARE DOING ON THEIR DEVICES, ALONG WITH THEIR INTERESTS. REMEMBER THAT
THEY MIGHT NOT TELL YOU EVERYTHING THEY ARE USING, SO IT IS A GOOD IDEA
TO ASH THEM TO SHOW YOU THEIR DEVICE. BECAUSE NEW APPS AND GAMES ARE
RELEASED REGULARLY, IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN TO

ENSURE YOU ARE UP TO DATE WITH WHAT THEY ARE DOING.

Which websites do you
enjoy using and why?

AS IN THE TIP ABOVE, ASHING THIS QUESTION WILL ALLOW YOU TO FIND OUT WHAT YOUR
CHILD IS DOING ONLINE, AND ENCOURAGE POSITIVE CONVERSATIONS ABOUT THEIR ONLINE
ACTIVITY. ASH THEM HOW THEY USE THE WEBSITES, AND TAHE AN INTEREST IN HOW
THEY CAN USE THEM IN A POSITIVE WAY, ALSO ASKING THEM TO SHOW YOU IF POSSIBLE.

How does this game/app work?
YEZ Can | play?

—
9 SHOW A GENUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAME OR USING AN
APP WITH THEM, IT MIGHT HIGHLIGHT SOMETHING THAT THEY DON'T NECESSARILY THINHK IS A

] DANGER TO THEM. IF THEY ACT LIKE THEY DON'T WANT TO SHARE THEIR ACTIVITIES WITH YOU,
3 QUESTION WHY.

Do you have any
online friends?

CHILDREN CAN FORM POSITIVE RELATIONSHIPS WITH PEOPLE ONLINE, AND THIS HAS BECOME
MORE COMMON THANHS TO ONLINE MULTI-PLAYER OPTIONS, BUT THEY MAY NOT FULLY
UNDERSTAND THE DIFFERENCE BETWEEN A FRIEND AND A STRANGER. YOU COULD MAKE THE
QUESTION MORE SPECIFIC TO YOUR CHILD, FOR EXAMPLE: “"HAVE YOU MET ANYONE ONLINE
THAT YOU LIHE TO PLAY GAMES WITH?” THEY MAY NOT WANT TO SHARE THIS INFORMATION
WITH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS.

Do you know where to go for help?

@ ‘ ‘ . ALTHOUGH YOU MAY BE THE ADULT THEY TRUST THE MOST, SOME CHILDREN STRUGGLE TO TALH
ABOUT WHAT HAPPENS ONLINE DUE TO CONFUSION OR EMBARRASSMENT. BECAUSE OF THIS THEY

gg%dc\)‘ﬁil r MAY STRUGGLE TO APPROACH THE NORMAL PEOPLE WHO WOULD HELP, SUCH AS YOURSELF OR A
TEACHER. HAVE A CHAT TO YOUR CHILD ABOUT EXACTLY WHERE THEY CAN GO FOR HELP, AND HOW
THEY CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS INAPPROPRIATE ONLINE.

(.a\ )
= Do you know what your
personal information is? 0
»

YOUR CHILD MAY ALREADY KNOW WHAT THEIR PERSONAL INFORMATION IS BUT
THEY MIGHT NOT THINH ABOUT HOW IT CAN BE SHARED. HAVE A CONVERSATION
ABOUT WHAT PERSONAL INFORMATION IS AND HOW THIS CAN AFFECT THEM IF IT IS
SHARED BEYOND THE INTENDED RECIPIENT. IT IS IMPORTANT THAT YOUR CHILD
UNDERSTANDS THE DANGERS OF SHARING CONTACT DETAILS OR PHOTOS, AS ° : ®
(4
®

INFORMATION SUCH AS THIS CAN SPREAD QUICHKLY ONLINE. e
® y
‘ e )

Do you know your limits?

CHILDREN MAY NOT UNDERSTAND THE NEGATIVE IMPACTS OF DEVICE OR GAME ADDICTION. TALH
TO THEM OPENLY ABOUT HEALTHY HABITS AND ASH WHETHER OR NOT THEM SPENDING TIME
ONLINE OR PLAYING A GAME IS AFFECTING THEIR SLEEP, PERFORMANCE AT SCHOOL OR IF THEY
ARE GENERALLY LOSING INTEREST IN OTHER ACTIVITIES. YOU MAY LEAD ON TO ENCOURAGING
ALTERNATIVE ACTIVITIES AND DISCUSSING THE INTRODUCTION OF TIME LIMITS WHEN AT HOME.

www.nationalonlinesafety.com  Twitter- @natonlinesafety = Facebook-/nationalonlinesafety = Phone-0800 368 8061




What children need to know about

ONLINE
BULLYING

&

What is online bullying? z

ONLINE BULLYING — ALSO HNOWN AS
CYBERBULLYING - IS BULLYING THAT
TAHES PLACE ON THE INTERNET
OR VIA ELECTRONIC DEVICES AND
MOBILE PHONES. IT CAN INCLUDE:

SENDING SOMEONE MEAN OR
* THREATENING EMAILS, DIRECT
MESSAGES OR TEXT MESSAGES

HACHING INTO SOMEONE’S
* ONLINE ACCOUNT

BEING RUDE OR MEAN TO L
* SOMEONE WHEN PLAYING
ONLINE GAMES
POSTING PRIVATE OR
* EMBARRASSING PHOTOS ONLINE
OR SENDING THEM TO OTHERS
CREATING FAHE SOCIAL MEDIA
* ACCOUNTS THAT MOCH SOMEONE
OR TRICH THEM
EXCLUDING SOMEONE FROM AN

* ONLINE CONVERSATION OR
BLOCHING THEM FOR NO REASON

BE KIND ONLINE

BEFORE PRESSING "SEND’ ON
COMMENTS, ASH YOURSELF THESE 3
QUESTIONS...

1. WHY AM | POSTING THIS?
2. WOULD I SAY THIS IN REAL LIFE?

HOW WOULD | FEEL IF
3. SOMEBODY SAID THIS TO ME? &=

=

National
Online
Safety
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Why does it happen?

GOING ONLINE MAHES IT EASIER FOR PEOPLE TO SAY AND DO
THINGS THEY PROBABLY WOULDN'T DO FACE TO FACE. ONLINE
BULLIES DON'T GET TO SEE THEIR VICTIMS' REACTIONS IN
REAL LIFE, SO THIS CAN COCOON THEM FROM THE REAL
DAMAGE THAT THEY ARE DOING. QUITE OF TEN, PEOPLE BULLY
BECAUSE THEY ARE GOING THROUGH SOMETHING DIFFICULT
THEMSELVES AND TAHING IT OUT ON OTHERS IS THE ONLY WAY
THEY HNOW HOW TO GET CONTROL OF THEIR OWN EMOTIONS.

oo
How does it feel to be bullied? |

BEING BULLIED CAN IMPACT ON YOUR SELF-ESTEEM,

LIKE YOU ARE UNDER THREAT EVEN WHEN YOU'RE IN A
SAFE ENVIRONMENT, SUCH AS YOUR BEDROOM. DON'T
FORGET...IT IS NOT YOUR FAULT IF YOU'RE BEING BULLIED.

Am | an online bully?

SOMETIMES IT ISN'T DBVIOUS THAT WHAT YOU ARE DOING IS
WRONG, BUT IF YOU USE DIGITAL TECHNOLOGY TO UPSET,
ANGER OR EMBARRASS SOMEONE ON PURPOSE, THIS MEANS
YOU'RE INVOLVED IN ONLINE BULLYING. IT MIGHT BE AS SIMPLE
AS 'LIKING' A MEAN POST, LAUGHING AT AN ONLINE VIDED, OR
SPREADING A RUMOUR, BUT THE PERSON BEING BULLIED COULD
FEEL LIKE THEY ARE BEING GANGED UP ON. THINH ABOUT HOW
IT WOULD MAKE YOU FEEL IF IT HAPPENED TO YOU. EVERYONE
CAN MAHE MISTAKES, BUT IT'S IMPORTANT TO LEARN FROM
THEM - GO BACH AND DELETE ANY UPSETTING OR NASTY POSTS,
TWEETS OR COMMENTS YOU'VE WRITTEN.

Who do | tell?

YOU DON'T HAVE TO DEAL WITH THE BULLYING ON
YOUR OWN. TALK TO AN ADULT THAT YOU TRUST - A
PARENT, GUARDIAN, OR TEACHER. MOST WEBSITES,
SOCIAL MEDIA WEBSITES AND ONLINE GAMES OR
MOBILE APPS LET YOU REPORT AND BLOCH PEOPLE
WHO ARE BOTHERING YOU. YOU COULD ALSO CONTACT
CHILDLINE (WWW.CHILDLINE.ORG.UK), WHERE A 0\00\\\\
TRAINED COUNSELLOR WILL LISTEN TO ANYTHING 0%

THAT'S WORRYING YOU — YOU DON'T EVEN HAVE TO m
GIVE YOUR NAME. ~

How do | prove it?

WHEN CYBERBULLYING HAPPENS, rrnmmmmmnm
REPORT THE BEHAVIOUR, SO IT CAN BE ADDRESSED — RECORD THE
DATES AND TIMES WHEN CYBERBULLYING unsocummsm
AND PRINT SCREENSHOTS, EMAILS, AND TEXT MESSAGES.

QS
How can | stay safe?  °_ °o =

MAHKE SURE YOUR PRIVACY SETTINGS ARE SET

SO THAT ONLY PEOPLE YOU HNOW AND TRUST CAN
SEE WHAT YOU POST. NEVER GIVE OUT PERSONAL
INFORMATION ONLINE, SUCH AS IN PUBLIC PROFILES,
CHAT ROOMS OR BLOGS, AND AVOID FURTHER
COMMUNICATION WITH THOSE SENDING THE MESSAGES.
HEEP AWARE OF FAHE PROFILES AND INTERNET USERS
PRETENDING TO BE SOMEONE THAT THEY ARE NOT.




At National Online Safety
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presentad with new ways 10
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conversation about online safety with
.nationalonlinesafety.com

informed
nmw:ddwn believe trusted adults should be aware of. Please visit www.

hints and tips for adults.
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% What parenfs need fo know about
ONLlNE CHALLENGES
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As well as having the potential to cause actual
physical harm, some challenges can be extremely
upsetting for children. Many are created with the

sole purpose of instilling fear in an individual in
order to coerce them into doing things that could
have a long-term emotional effect on them.

VARYING LEVELS
OF RISK

As a parent or carer, it's important to take a balanced
view and understand that not everything online has
the potential to do harm. Mass-following and
interaction can be a force for good. For example, the
Ice Bucket Challenge, which swept the nation, set out
to raise money and awareness of Amyotrophic Lateral
Sclerosis (ALS). At its height, over 28 million people
uploaded, commented on, or liked Ice Bucket
Challenge related posts on Facebook. It's equally
important to be aware though that online challenges
often have a darker side. Malicious trends and
challenges can expose children to dangerous or even
life-threatening situations, so it's critical that parents
and carers are aware of the latest risks and
understand what steps to take to mitigate them,

suggests, spread and

usement. However, they can have much more sinister ui
children at risk of physkal harm or, in extreme cases, fatal injury.

‘FOMO’- FEAR OF
MISSING OUT

The 'Fear of Missing Out’ (FOMO) is a strong
emotional characteristic, particularly displayed in
young people. The nature of viral challenges
encourages children to explore and push boundaries.
They tap into FOMO by feeding on a child's natural
desire to join in, be accepted and share experiences
with their friends and the wider online community. A
recent study also found that FOMO is one of the
greatest causes of Social Media addiction.
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STRIVING FOR
LIKES

In a major study by the Children’s Commissioner, it
was found that children as young as ten years old
are reliant on ‘Likes’ for their sense of self-worth. A
major concern around viral challenges is not
knowing how far children will go to earn ‘Likes’
Couple this growing appetite for acceptance with
commonplace peer pressure and the potential
problem is compounded. The result is that when
young people are drawn into online challenges,
because it is what all their friends are doing, saying
‘no’ can seem like a very hard thing to do.

=/ % Top Tlps for Parents J®
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COMMUNICATION &
MONITORING

It's important to talk to your child regularty and
monitor their online activities.

THINK BEFORE ACTING

As with most in life, let unu il

when it comes to Viral Challenges. Young

mmwwwmmha‘?’s
and wellbeing, both online and

wamwmmm
risks. Start a discussion about the Online Challenges

SEITING UP EFFECI'IVE
PARENTAL CONTROLS
ensuring

their friends list, ensuring their personal information is
safe and secure and keeping a watchful eye on the
content they're sharing.

REPORTING & BLOCKING

mokmuﬂygosofnhuod;hg
Arise
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.. VALIDATE SOURCES

is as it seems. Some people create fake
ootm w'lhod&‘hmbmow.xn
sharing. If your child has seen something online
s you should ge them to,
check its origin, verify that it came from a credible source
and check the comments made for any clues to its validity.

FACING REALITY

Trends and Viral Challenges can be tempting for children
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WhatsApp is one of the most popular messaging apps in
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipient in
one-to-one chats, or all members if it is a group chat. Not
even WhatsApp can read them.
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AGE LIMIT CHANGE FAKE NEWS AND HOAXES N O

Since May 2018,.thg minimum age for gsing What.sApp is16 WhatsApP has been linked to enabling the spread of number of the contact you want to speak to and they also need
years old if you live in the European Union, including the UK. dangerous viral rumours. In India, for example, a number of

Pri hic the mini 13, which still lies f K h b Ked by fal e to have the app downloaded. WhatsApp can find contacts by
hrmrto tflsl-;‘ e mllt;uw:m aAge v:‘as , which sti dap:: |e: or attacks appear to have eesv;parAe y false rumours share accessing the address book of a device and recognising which
| O L SEpas IOy et A te G e e I of those contacts are using WhatsApp. If your child has shared

will take action against anyone aged between 13 and 16 who : " . N ,
already hold accounts under the old terms and conditions, . THE‘ONLY ADMIN’ FEATURE P nl:u'::ii::v;:tsi(r’l':‘:u:;\?i);t\li\‘lf\‘gg:’:):)!mow’ e

such as closing their account or seeking parental permi AND CYBERBULLYING LIVE LOCATION SHARING

SCAM MESSAGES S el (el WhatsApp's ‘Live Location’ feature enables users to share their

. - text messages, voice messages, pictures and videos, with the AR s 5 2 i
Occasionally on WhatsApp, people receive spam messages aim to hurt and humiliate the receiver. The group chat and cun:ent location in reél time to their contactsina ch‘at. allowing
friends to show their movements. The feature, which can be

from unauthorised third parties or from fraudsters : :

B ot ooy | 90 de oot to st e ope o ot |ty essin ht Anac oy oy Whirgp
recipients to click on a link to win a prize. A common scam others with their comments or jokes. The ‘only admin’ feature as a“simple and secure way to let people know where you are.
involves messages warning recipients that their WhatsApp gives the admin of a group chat greater control over who can Location:sharingis already a common feature on/other social
subscription has run out with the hope that people are send messages. Whilst this can be good for one-way apps, including Snapchat’s Snap Map and Facebook Messenger
duped into providing their payment details. Other scam announcements, the group admin has the power to block and can be a useful way for a~chl‘ld‘to let loved ones~know they
messages include instructions to forward the in body from ding to an offensi ina chat, are safe. However, if your Fhlld S A gy fha‘ WISh people
!eturn for a reward or gift from WhatsApp or another person.) \whi(h CollnTenilcinaehild being upset and unable to reply.)\ they do not know, they will be exposing their location.

Seieee!  Top Tips
2

Safety
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Advise your child not to tap, share or forward any message that D E LETE ACC | D ENTAL
looks suspicious or sounds too good to be true. When your M ESSAG ES
child receives a from an unk ber for the first
time, they will be given the option to report the number as
spam directly inside the chat. They can also report a contact or
a group as spam using the following steps: 1) Open the chat. the message, choose ‘Delete’ and then ‘Delete for <
. 2liap on the contact or group name to open their profile . everyone. Th’e app allows seven minutes to delete the
EXPLAIN How To BLOCK PEOPLE information. 3) Scroll to the bottom and tap ‘Report Spam. message after it has been sent, but it is important to
x - 3 remember that recipients may have seen and screenshot a
If your child has received spam or offensive LEAVE A GROU P message before it was deleted.
messages, calls or attachments from a contact, If your child is part of a group chat that makes them feel
ﬂi\ they should block them. Messages and status | uncomfortable or has been added to a group they don’t want to
updates sent by a blocked contact will not be part of, use the group’s settings to show them how to leave.
show up on the phone and will stay If someone exits a group, the admin can add them back in once, SET TIME LIMITS \
undelivered. Blocking someone will not If they leave again, they cannot be added again. A 2017 study found that by the age of 14 the average child
remove this contact from the contact list - will have sent more than 35,000 texts, 30,000 WhatsApp
they will need to be removed from the phone’s messages and racked up more than three solid weeks of
address book. To block a contact, your child If y&l,lrsdllmﬁeeE!Xsselzg‘cuérjgiﬂ\’fseﬁufeﬁ}xare video chat. Although it ?s inevitable th.at your c.hild will use
needs to open the person’s chat stream and with you or a friend, advise them to only share it for the amount technolt_)gy, youcan sl set bol!ndan.es. This is not easy,
tap on the settings. of time they need ;o WhatsApp gives the options of either 15 especially since te?ns use the|r devices for both
minutes, one hour or eight hours. However, your child can schcplworicand Dze time/often=iniNtan oIV,
choose to stop sharing at any time.

N J

Even though somebody would need your child’s phone number
to add them as a contact, as an extra security measure we
suggest altering their profile settings to control who can see
their profile photo and status. The options to choose from are
‘Everyone,‘My Contacts’ and ‘Nobody. We suggest selecting ‘My
Contacts’ or ‘Nobody’ to ensure their profile is protected.

If your child has sent a message to the wrong chat
or if a message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on

© National Online Safety Ltd

This is not a definitive guide. Please always :hec(uwwlh the app'’s support information o see if WWW. n G fi o n a I o n Ii n e s Gfety 5 C O m

your securify and privacy concerns are addresser




EXPOSING YOUR CHILD'S
EXACT LOCATION

The'Snar Map' lets Kou share your EXACT location in
real-t through a map on the app. The user's
location updates when the app has been opened on
the device, T'here isa wlmlng on the Snapchat
bsite about up g ges and videos to ‘Our
Story. stating that “snaps you submit to "‘Our Story’
can still show up on t!n Map, no matter which
location setting you ch 1" When uploading to
‘Our Story, your child’s image or video could .ppuv
in “Search results and Stories on or off Snapchat -
today or in the future”

LENS EXPLORER
The’Lens Studio” on Snapchat gives users the
freedom to use thelr imagination to design thelr own
filters for themselves and others to use. Snapchat
states that the lenses users create “must comply with
our Lens Studio Submission Guidelines and
Community Guidelines and must be appropriate for
Snapchatters ages 13+." The ‘Lens Explorer’in the
app now enables users to choose from thousands of
these creations to alter their snaps. Anyone can
create a lens for Snapchat, which gives
opportunities for age-inap J)roprhle content to
be uploa

THE RISKS OF SEXTING

It can be shightly awkward talking about this topic with your
child, but if it helps them protect themselves, it is worth it,
Talk to them about the consequences of sexting and make

sure that they're aware of the risks. Ensure your child knows
that ‘Snaps’ can be screenshotted, Teach them that if they

post anything potentially embarrassing or harmful (either of
themselves or someone else) it can have severe
consequences as the message, image o¢ video can be shared
further.

REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE

I your child comes across inappropriate Smapchat content
sent directly to them or in another person’s story, advise
them to report it imenediately, This may include an
Inappropriate lens, Mlter, message or snap. To report an
offensive lens, they should open the app and select the lens

they want to report, An info button wi
lens, Click this, followed by the flag ko
report to Snapchat for further investigation, Reports can also
be made on the Snapchat support website:
support.snapchat.com,

Online

Snapchat is a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a ‘story’ shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app in
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app

Snapchat to “make you look pretty.”

SCREENSHOTS & SAVED
MESSAGES
While Snapchat’s gimmick is that all photos, videos
and text diuppou eventually, users s still have the
capability to scr or record anything which
has been sent to them, Users may sometimes forget
that screenshotting is possible and send a
compromising image or message to somebody who
they think they trust. They may also accidentally
send an image or message to somebody who they
do not trust. Simply by pressing and holding a
message, the user is able to save a message Jwy
have received, which can be screenshotted or used
against them at a later date.

SNAPSTREAKS & ADDICTION
"Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes, Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put an incredible amount of pressure on both
themselves and their friendships.

USE ‘GHOST MODE’

We highly recommend enabling ‘Ghost Mode’ on the app so

that your child’s location will no longer be visible to anyone

on the Saap Map. To enable this, go onto the Snap Map and

tap the cog In the top-right corner. Here, change the setting
to ‘Ghost Mode.

HOW TO DELETE A MESSAGE

Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken, You showld also advise your
child 1o screenshot any negative comments they receive as
the sender can also delete them. To delete a message,
simply press and hold the sent message and press delete.

TURN OFF ‘QUICK ADD’

‘Quick Add’ helps friends ind each other on the app, This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the ‘Quick Add’ feature. This can be done in
the settings.

.
NOtIOﬂO' A whole school community approach to online safety

WWW. natlonalonllnesafety com
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SEXTING

Due to ‘Snaps’ disappearing, (users can even
send a one-second photo or video), Snapchat
has become the chosen platform for children
and young people to send sexually explicit
Images or‘selfies. Once a photo/video has been
screenshotted, or recorded using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. It is illegal
to make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18. This also includes any
sexual images, photos and videos that a child
may have taken of themselves. However, if a
young person is found creating or sharing
images, the police can choose to record that a
crime has been committed, but taking formal
action isn't in the public interest.

SNAP ORIGINALS
Through ‘Snap Originals; users can watch content
which has been created by Snapchat on the app,
including comedy shows, drama, news and more.
Additionally, there are new lenses and filters
available, inspired by the ‘snap originals’ shows. This
is another feature to encourage addiction.

(S

RESTRICT STORY VIEWS
Your child can add videos and images to their ‘Story”
throughout the day which will last for 24 howrs, By default,

anyone in a user’s friends list can see their story, We

recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story” section.
The options to choose from are ‘My Friends, Everyone’ or
‘Custom’ - we suggest that it is set to ‘My Friends”
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

TikTok is a video-sharing social media app available on I0S and Android which lets users
create, share, and view user created videos much in a similar manner to Facebook, Instagram
and Snapchat. It’s main draw, however, is that users can record and upload bite-sized
looping videos of themselves lip-syncing and dancing to popular music or soundbites, often
for comedic effect, which can then be further enhanced with filters, emojis and stickers.
TikTok has been designed with the young user in mind and has a very addictive appeal. At
the beginning of 2019 it skyrocketed in popularity to become the iOS store’s most
downloaded app with over 33 million downloads. Estimates suggest that it now has anything
between 500 million and over 1billion monthly active users worldwide.

What parents need fo know about

On theOs sore Tiokis sted s 12+.0n the Goagle Play Sorelt s '
rated as Parental guidance recommended: When signing up for the
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on yo i'n d's video If th
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Assuming your child Is above the age limit to Undoubtedly, the easiest way to safeguard your
use the app, make sure you also take the time dildonﬂkfoklstonuhsmwrmmlsm —
about to private. This means only those users your child
approves can view, like, and follow their content. =
Setting the account to private may clash with your ®
dvlldtgoalohodalnndhlw«mmmn
will keep their secure fro| This
satting can be enabled under the privacy and
nhtymubymmolwslndn'mdhb
of the app. To be extra safe, there are additional
controls avallable to toggle such as who can send

g and k
wawwwmﬂm’kmwm moderate their time on the app
even use the app with your child and watch some prope the digital wellbeing section. U
videos with them. If you are the of ateen, even themselves. However,
If It does not make you popular, aclose eyeon
what they're viewing and sharing. That sald, It's a
brilliant chance to turn it into a bonding opportunity get
with your child also. You could even unleash your mmm(nuyhmmﬂk‘roklllommb
Inner performer and make videos with them while report offenders and comments within the app. You can
(more importantly) keeping them safe online. also block Individual users by going on their profile.

Mee{ our experf

Pete Badh is a writer with over 10+ years in research
and analysis. Working within a specialist area for
3;:0. Y::luhln Pollo:..' Pete has contt.lybuud vmtk e e
s been pivotal in successfully winning high
profile cases in court as well as writing as a subject / m?.u:“;:m '!“:’_"""m""
matter expert for industry handbooks. that might not be age appropriate.

SOURCES: www.tiktok.com
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‘w Instagram is a hugely po J)ular social networking app with over 1 billion
snap happy users worldwide. The app, which is accessible on iOS and
Android devices, allows users to upload images and videos to their feed,
like an online gallery. Images and videos can be transformed with an array
of filters to edit the shot before sharing. Anyone with an account can see
others’ online ‘galleries’ if their account is not private. To make posts easier
to find, users can include searchable hashtags and captions to their
uploads The app has additional features like an 'Explore Page, which
contains videos and images tailored to each user based on accounts and
hashtags they follow.

What parenjs need fo know abouf,
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HOOKED ON SCROLLING

Instagram revealed that young users spent a minimum of 32
minutes on the app per day. Many sodal media
Instagram included, have been designed in a way to keep us
ged on them for as long as possil
Nir Eyal calls this the 'Hook Model’' and the Instagram feed is a

mlﬂngtomn:‘gd a‘dopamine release’. Scrolling may
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the option to message
Is not on your
<hld'sﬁhnd1list.d\tmwil be sent to their inbox
but the user has to accept their request to see the message.
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1nflc paid th
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. Behavioral economist
great example of this. Children and adults may find themselves
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DAMAGETO CONFIDENCE,
BODY IMAGE &
MENTAL HEALTH

In a recent report by the RSPH, Instagram was ranked the
mlovmmopbsmulhuhh Using filters on
photos on expectations and
create hd‘ngs Childm may strive for more

Vikes' by using reali ly edited photos. Judging
themselves against other users on the app might threaten
their confidence or self-worth. In early 2019, In

boss Adam Mosseri promised to ban images of self
following the suicide of 14-year-old Molly Russell, who had
reportedly looking at such material on the platform.

" LIVESTREAMINGTO
STRANGERS

allows users to connect with friends

RESTRICT DIRECT
MESSAGES

If your child receives a message from somebody they do
not know, en<ouuge them not to accept their message
request and ‘block’ this person; this is the only way to stop

them messaging your child again.

LOOKOUT FOR #ADS

In January 2019, the UK's Competition and Markets
Authority launched an investigation into celebrities who
were posting adverts on social media and not declaring
that they were paid for. Influencers must clearly state that
lhez have been paid for their posts, for example using a
hashtag like #ad or #sponsored. Teach your child to look
out for the signs of a paid post/advert and discuss with
them that not everything they see from celebrities is their
personal choice and opinion,

If you are happy for your child to have a card associated
with their Instagram account, we suggest adding a PIN
which needs to be entered before making a payment; this
will also help prevent unauthorised purchases. This can be
added in the payment settings tab,

www.nationalonlinesafety.com

EXPSOSING LOCATION

Public locations can be added to a user’s photos/videos and
also to their stories. While this may seem like a good idea at
the time, it can expose the location of your child. This is
particularly more of a risk if it is on their story, as it is real time.
Posting photos and videos is Instagram’s biggest selling point,
but with sharing images comes risks. A photo which includes
landmarks in the area, their school uniform, street name,

house and even ugg-ng in the location of the pholo uploaded
tol child's k

P g it easy to
locate them. lhh«r account is not set to private, myune can

access their account and see their location.

" HUACKED HASHTAGS )4

Like Twitter, hashtags are also an prominent tool

extremely
in Instagram and with ﬂm comes dmm 'or your child.
One person use a

may g with one
particular thing in mind, and beloce you know it hundreds of
people could be using the same hashtag for something
hupptopnna or danqemus that youv child certainly

o@D o

ram TV (IGTV) works similarly to YouTube. Users can

videos from favourite accounts on the platform, or
create their own channel and post their own videos. It's
important to note anyone can create an Instagram TV
channel and doesn't have to be friends with a person to

IN-APP PAYMENTS - lnn.gum allows

products
MIWMWROW the same rules as
Payments, which state that if you are under the age of

18, you can only use this feature with the involvement

parent or guardian.
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SCROLLING

Instagram added a "You've completely caught up’ message
in late 2018. This message breaks up the feed and notifies
you when you are up to date and there are no more new
posts from followers. This features is enabled
automatically, but have the conversation with your child
about how much time they are spending on the app and
set healthy time limits.

PROTECT THEIR PERSONAL
INFORMATION

Your child may unknowingly give away personal information
on their profile or in their live streams. Talk to them about
what their personal information is and make sure that they
do not disclose anything to anyone during a livestream,
comment, direct message or any other tool for

communication on the platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any image or video your child uploads to
Instagram is visible to anyone. A private account means that
you have to approve a request if somebody wants to follow
you and only people you approve will see your posts and
videos.

TW|tter @natonlmesafety

Jars of this gucie do 50 8 Thekr own ey iy ootered

follow an account and watch their videos. In 2018 Instagram
apologised and removed some of its TV content which

h.tund uxual’y suggestive imagery of children. As the

ding more time using the app,
mhwwmumehmiutowo‘ddnl&tnul«por

being disturbed.

FILTER INAPPROPRIATE
COMMENTS

Instagram has nn‘nnli-bullying'ﬁltﬂ, which hides
comments relating to a person’s appearance or character, as
well as threats to a person 's mllb«ng or health. The filter
will also alert | 50 lbcy can
take action against ﬁu uuv if n«unry Thisisan
automatic filter, but it can be turned off. Make sure it is

turned on in the app's settings.

TURN OFF SHARING

Even though this feature will not stop people from
taking screenshots, it will stop others being able to
directly share photos and videos from a story as a
message to another user. This feature can be turned off
in the settings. We also rec d turning off the
feature which aut ically shares ph and videos

from a story to a Facebook account.

DON'T FORGET TO BE VIGILANT &
TALKTO YOUR CHILD ABOUT
THEIR ONLINE ACTIVITIES!
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