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PWYSIG: GEMAU CONSOLE AC AR-LEIN
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Annwyl Riant/Gofalwyr,

Rwy'n ysgrifennu i rannu rhywfaint o wybodaeth am gyfrifiadur / consol / gemau fideo. Rydym wedi cael cwpl o ddig-
wyddiadau lle mae disgyblion wedi siarad am chwarae gemau nad ydynt yn briodol i'w hoedran.

Fel mater o E-Ddiogelwch, mae’r ysgol yn cynghori rhieni/gofalwyr i ystyried effaith emosiynol ac ymddygiadol posibl y

mathau hyn o gemau. Rydym yn aml yn gweld plant yn ‘chwarae’ ac yn actio’r ‘gemau’ hyn ar fuarth yr ysgol. Hefyd, os

oes gan y gém swyddogaeth aml-chwaraewr ar-lein efallai y bydd eich plentyn yn dod i gysylltiad ag iaith amhriodol gan
chwaraewyr eraill.

Mae llawer o blant yn dweud eu bod yn gwylio eu brawd neu chwaer hyn yn chwarae’r gemau hyn, neu’n ‘eu chwarae yn
nhy eu cefnder’, felly mae’n bwysig bod yn ymwybodol o’r hyn y mae eich plant yn dod i gysylltiad ag ef.

Efallai na fydd rhai rhieni yn gwybod beth yw sgor gém — mae wedi’i argraffu ar y clawr blaen neu’r clawr cefn. Mae'n
bosibl na fydd clawr wedi'i gynnwys mewn gém sydd wedi'i chopio.

Isod mae rhai disgrifiadau cyffredinol o pam mae gém yn cael ei graddio o oedran penodol. Rwy’n siwr y byddwch yn
cytuno bod rhywfaint o’r cynnwys posibl yn gwbl anaddas i blant yn yr ysgol gynradd.

Ni fydd gan gemau PEGI 3 ddisgrifydd trais ond gallant gynnwys trais slapstic “Tom a Jerry” os nad yw'n cael ei
ystyried yn peri pryder.

www.pegi.info

= Gall gemau PEGI 7 sydd wedi’u fflagio a disgrifydd trais gynnwys “trais nad yw’n realistig tuag at gymeriadau
| ffantasi” neu “drais ymhlyg”.

Bydd gan PEGI 12 y disgrifydd trais i gyfeirio “trais tuag at gymeriadau dynol tebyg” ond rhaid i hyn fod yn
afrealistig fel nad yw cyrff yn aros yn y gem pan gant eu lladd. Gall hyn hefyd gynnwys chwaraeon treisgar fel
bocsio ar yr amod nad oes gwaed.

Mae gemau PEGI 16 yn cael eu fflagio am “drais tuag at gymeriadau dynol” sy'n ymateb i gael eu saethu fel y
byddent mewn bywyd go iawn. Bydd hyn yn aml yn cynnwys gwaed a bydd cyrff yn aros unwaith y byddant wedi
marw. Cynnwys rhywiol fel rhyw efelychiedig.

Mae gemau PEGI 18 yn cael eu fflagio am gynnwys trais tuag at fodau dynol a allai eich gwneud chi'n “wince”
1 8 neu corddi’ch stumog. Mae hyn yn cynnwys darluniau bras o bennau, breichiau, a choesau'n cael eu tynnu trwy
M oadwyn - |lifio neu ddryll a lladd sifiliaid ar raddfa fawr. Mae hefyd yn cynnwys trais rhywiol fel treisio.

Mae’r gemau a nodir yma ymhlith y rhai mwyaf poblogaidd y clywn amdanynt yn yr ysgol—nid yw’r un ohonynt yn
briodol ar gyfer plant oed cynradd. Rwyf wedi atodi gwybodaeth am gemau fel canllaw ‘Beth sydd angen i

rieni ei wybod’ Mae’r canllawiau hyn hefyd ar gael ar ein gwefan.
https://parc-y-tywyn-school.secure-primarysite.net/e-ddiogelwch-e-safety/

Cysylltwch &’r ysgol os oes gennych unrhyw gwestiynau neu bryderon am hyn.
Diolch am eich cefnogaeth barhaus.
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such as Netflix.
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Universal, suitable Parental Guidance Suitable for
and over

... What parents need to know about

AGE RATINGS

RATINGS FORFILMS, TV & MUSICVIDEOS

. . " q : PEGI (Pan European Game Information) is a content rating system that
Since 1912, the BBFC (British Board of Film Classification) has . : i
informed UK residents of the age suitability of films, TV and rec:r:ﬂ::\sdglgizl:?I'cl’lgggesea::clg:\?n":gd“a;ﬁgr?s"i:::lII:‘aus?dag: the
music videos - providing parents with the information needed to .

: . 2 il . types of content featured within a game. With each game, PEGI also
assess whether or not it is appropriate for their child’s age. This provide a content descriptor that indicates the potential issues and
concerns, including sex, violence, bad language and drugs.

applies to cinema releases, DVDs and streaming video services

WHAT ARETHE BBFC RATINGS?

BBFC ratings are broken down into seven age categories:

12 and over; anyone PEGI age ratings are broken down into five categories:
for all ages required pEsricRaRc youngermustbe 9 & g

16

RESTRICTED

If you have children, it is understandable

to have concerns about the films and TV
shows they watch, as well as the games

they play. In this guide, we take a look at
the two official ways you can assess if a
particular title is suitable for your child.

Both the BBFC and PEGI have search
facilities on their websites that can be
used to look up individual titles so you
can check their ratings.

RATINGS FOR GAMES

WHAT ARE THE PEGI RATINGS?

PEGI ratings are split into age restriction and content descriptors.
Additional ‘content descriptors’ help parents and children to

understand the type of content featured within a particular game,
including sex, fear, bad language, discrimination, gambling, drugs,
@ violence, and in-game purchases. In combination, the two different

ratings can provide a good level of information to help make
informed decisions regarding the suitability for your child.
Suitable for people aged

accompanied by an adult

as swearing, sexua

discuss it with ot
suitable for your child.

N —

Suitable for Suitable for people  Adult content only available in www.pegi.info www.pegi.info www.pegi.info www.pegi.info www.pegi.info
people aged 15 aged 18 and over  specially licenced cinemas and
and over specialist retailers

WHAT ELSE CAN BBFC REVEAL? % 2 Dig DLy

Accompanied with the age suitability rating, BBFC also provide an

S e e LIMITATIONS OF PEGIRATINGS
consider to be inappropriate for your child. In addition to this, the
content is also rated in three levels: frequent, mild or strong.

LIMITATIONS OF BBFC RATINGS gaming activities and maintain a honest and healthy dialogue with

them about the online world.

It's important to note that there is no obligation on streaming video
services to use or display BBFC ratings. Due to this, we advise that
you check the rating online before your child stregms the con:ent. It Itis a good idea to put in place parental controls for all online
may also be a good idea to watch the content first yourself or accounts which your child may use to purchase or download online
er parents to help you decide whether or not it is

=] || 131 0 12 16 18

PEGI content descriptors are broken down into eight categories:

- 3
DRUGS IN-GAME PURCHASES VIOLENCE BAD LANGUAGE | DISCRIMINATION GAMBLING SEX

It’s possible for young people to buy games online without a required
proof of age, opening them up to age-inappropriate content without
you knowing. We advise that you regularly monitor your child’s

PARENTAL CONTROLS

games e.g. The App Store, Google Play Store, PlayStation Store and
Microsoft Xbox Store etc.

J .

S rs y Source: www.bbfc.co.uk
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a2 Online www.nationalonlinesafety.com
S Gfety Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061

Y
Source: www.pegi.info

Awhole school community approach to online safety




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

You don't need to be the biggest football fan in the world to have heard of FIFA (Federation
Internationale de Football Association) - the governing body for football. And, the video <
game series bearing the organisation's name is one of the most successful ever. The lure of
this football series is that official licensing gives your child the opportunity to play games in
the role of their favourite players. They can either work through a story mode version of the
game or play online in competitions against other players. The game, released annually by
Electronic Arts under the EA Sports label, is available for a range of consoles, and there are

If under 18, supervision
of aparent or legal
guardian required.

The big selling point for the FIFA range of games is
that it FIFA includes current players; a feature which
no other football video game offers. However, this
means that a new version of the game is released
every year, with updated teams, players and stadia,
plus new gameplay features and tweaks. And, with
every annual update of the game, there isan
expectation that it will be far better than the
previous one, so the pressure to upgrade and buy
the new version s likely to be immense!

IN GAME CHAT

While the FIFA video game is suitable
for children of all ages as it does not
include any inappropriate content,
there is the issue of in-game chat. Your
child can play with other people online
and chat with them using headsets. As
this is largely unregulated, it could
mean that your child is exposed to

lan or conversations that you
guaugniultablc. L

ABOUT THE SERIES REFRESHES

As a parent, the implications of this really
depends on the age of your child and your 9
relationship with them. It may be that

playing and sharing games is part of your L ] \
family life and so this isn't a problem, but just J.
be mindful that being involved with the FIFA

franchise is unlikely to be a one-off event -

it's the start of a gaming journey that could . ’
last for many, many 'y;ars and involve el

L Lt o

HAVE THEM REPORT ABUSE

It's unlikely that you'll be able
to convince your child to play
FIFA without making use of the
chat facility - it's something
that addsto the emrlenoe

o/.\.# &

=

o

you
your child is aware of how to
silence any abusive players and
how to report anyone who
becomes problematic.

Mee{ our experf,

STEER CLEAR OF SCAMMERS

also mobile versions available for smartphones and tablets.

What parens need fo know abou

FAKE EMAILS AND SCAMS

Your child may receive an email or
see a message on social media or in
forums which appearto bea
genuine FIFA promotion. While the
link may seem like a FIFA login page,
it's a phishing scam to capture a
login name and password.
Scammers may use names that
sound legitimate, like 'EA Admin'or
'FIFA Developer”.

BUYING ADD-ONS

In-game purchases are to be expected in any modern game and
FIFA is no different. FIFA Ultimate Team (commonly called FUT)
is a mode in FIFA that lets gamers build teams of players from
any league, playing both offline and online to win coins. These
can be used to buy better players or packs containing random
players. While some purchases can be made using in-game
currency, other purchases involve spending with real world
money, which could become expensive. There have been
reports of parents receiving large credit card bills resulting
from in-game purchase made by their children.

)

f 3 ’ \

You should teach your children to stay clear of
scams. Explain to them that they must be wary of
any link which asks them to either verify their
username and password or pmvide other
sensitive information; game | will never
send a message asklng for login information.
Console messages, emails and websites, or social
media posts promoting contests for in-game
content, such as packs, players, or coins requiring
login information are fake.

RESTRICT PURCHASES

To spend real money in FIFA, a credit or debit card must be linked
to a gaming account, so ensure that your card is not being used for
this! There's also support for PayPal payment, so also check who
has [access to this type of account. Depending on the platform
your child is using to play FIFA, there are different parental controls
that can be put in place to restrict spending should you allow them
to link a card to their account. There is also a payment option called
Paysafecard, which allows you to make payments online without
the use of a bank account or credit card. As you can top up
balances, this makes it easy to control spending.

'*l

FIFA GAMEPLAY

MONITOR ACTIVI

ENCOURAGE BREAKS

252

Your child could be playing FIFA games on their
computer or console for very long periods of

time. That's not to say that computer-based

matches are a full 90 minutes long, but a series

of 20-minute matches can very quickly fill up a

day! The World Health Organisation has 4
classified 'gaming disorder' as a mental health

problem - this is when children have trouble

controlling their gaming behaviour and let it y
reign over their lives and daily routine. ’

The FIFA series has been
criticised for the competitive
nature of gameplay leading
to aggression in some
players. Add to this the
chance to converse with other
players via in-game chat, and
the potential for anger levels
is likely to rise... especially if
you're losing heavily!

can be used to
nstrkt thnmount of tlme spent playing.
Physkally monitoring how much time your child
is ginFIFAis d - justasyou

mIgM monitor how much time they spend \
watching TV. Keep an eye out for warning signs,
such as a lack of interest in other activities,
tiredness or fatigue, neglect of personal hygiene,
changes in character or anger issues whe your
child is told to stop playing a game.

Monitoring in-game chat may be difficult as you're
likely to only be able to hear one side of a
conversation. However, noticing how your child is
reacting may be a reasonable indicator of the general
mood. Dealing with both the frustrations of a game as
well as troublesome people can serve as useful life
lessons, but as a parent, you know your child better
than anyone else. If you notice your child is getting too
upset or angry, that's the time to intervene and try to
encourage them to take a break from the game.

Mark Foster has worked in the gaming industry for 5 yearsasa
writer, editor and presenter. He is the current gaming editor of two
of the biggest gaming news sites in the world, UNILAD Gaming and
GAMINGDbible. Starting gaming from a young age with his siblings,
he has a passion for understanding how games and tech work, but
more importantly, how to make them safe and fun.

SOURCES
hitg// pressea.com/productsip] 5 32/easportsiifa-18) htps//help. ea.comien-gb/help/fifa/be-safe-with-flit.coins-and-fillpoints/
Bttosy /v :ww(eleg aph (oukmm 'relation hv;ﬂhthqs {1c38ﬁ939!m, son-spent-hundreds-of \ou'\ds -OnHn-app-p! urgus« X|V!\qul me-knowinghtml

www.nationalonlinesafety.com  Twitter - @natonlinesafety

Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 06.11.2019



At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

There’s a very good chance you've heard of Minecraft. The block building phenomenon is, arguably, the
most beloved video game of all time which has managed to maintain its popularity since its first release
back in 2011. Nine years later, it still has a huge userbase of 112 million roplo playing the game every

month. Accessible to those 7+, Minecraft can be a gatcvny into a world of learning and exploration which
cncoura?os players to use their imagination to build three-dimensional worlds with virtual buildin
blocks. Minecraft is considered relatively safe generall srnklng, there are some safety precautions
parents may want to consider before allowing their children loose on the game.

Whet parenisineed foRaowaboty

MINECRAFT

OPEN TO HACKING £ RISK OF GRIEFING
game, Inc '..w Ain .-1.‘1. ol ans ' : ; : e dor
individuals can access other peop games pun Hon or g
o disrupt their play time, or even worse PR play
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] na l nn Lent commen non PETSONS €) o
bullyi somebody else. Steall u destroyil

CONTACT WITH STRANGERS ADDICTIVE NATURE \

Most 7 and over will be able to play the
vlu-mo-d over phy m
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is neaded. This guide focuses on one platform of many which we believe trusted adults should be aware of, Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

The Switch is a hybrid console released by popular video game company Nintendo in 2017. It's £
classed as a hybrid because it's designed to be played both at home on a television, like traditional ;
consoles (think a PlayStation or an Xbox) or out and about like a portable console, such as a
GameBoy. It uses two detachable and wireless ‘Joy-Con’ controllers on either side of the console’s S
NINTENDO screen, which can be used by one or two players. The Switch can be played on the internet with the
SWITCH purchase of Nintendo Switch Online, in the living room together or on the go during long journeys,
but bear in mind it needs to be charged just like anything else!
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PLAY WITH YOUR CHILD

One of the wonderful things
about the Switch is that there
are an abundance of great

games you and your child can
enjoy , and even with

be with two
wxﬂmcme

LIMITING PLAY TIME

By linking the app with the Nintendo
Mtd\.youanut&ullmaod
reminders when you thi

time has been spent pl
youmﬂ.gmlsntlphyod
and gives you the option

automatical putﬁ\ecomolelmo
sleep mode if the messal undg.

This should only be asa mon
though as it could cause some friction
between you!

Mee{ our exper{

Mark Foster has worked in the gaming industry for 5 years as a writer, editor | ] -
and presenter. He is the current gaming editor of two of the biggest gaming
naws sites in the world, UNILAD Gaming and GAMINGbDIble, Starting gaming
from a young age with his siblings, he has a passion for understanding how g @
games and tech work, but more importantly, how to make them safe and fun.
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According to the Roblox website, ‘/Roblox is
the world’s largest interactive social platform
for play’ For those of you not so familiar with

the game, it is a multi-player online gaming

platform which allows children to play and
create a variety of games in a 3D world. Roblox
is free to play and available on all modern
smartphones, tablets, desktops, Xbox One,
Oculus Rift, and HTC Vive.

3{0]:]Ke) 4
STUDIO

The Roblox Studio allows users to create
their own games and ‘worlds’ for others
to play on the platform. As the games

are user generated, it gives users the
freedom to potentially include things you
do not want your child to be exposed to,
for example, weapons, violence and even
pornographic content. There

are no age restrictions on the §f:\;sg\

games created in the Roblox

Studio and Roblox can only
(eds)

no age restrictions for

the platform. Once a

rely on people reporting
negative/violent content in
order to remove the games
from the platform.

UNLIST SOCIAL MEDIA ACCOUNTS

Make sure your child’s social media accounts are not listed
in the settings/account info. If they are, advise them to make
them private or remove them in their account. This will ensure

nobody can find and contact them on their social media
platforms outside of Roblox.

CHECK SHARED INFORMATION

In the account seﬂin?s, check that your child is not giving
away any personal information in their bio/profile. For
example, their full name, phone number or snapchat name.
If you see that they have, explain why this is potentially
dangerous and remove immediately.

2 STEP VERIFICATION

Roblox has a great 2-step verification security feature
which we recommend you enable to add an extra layer of
security to your child’'s account.

HAVE A CHAT ABOUT ‘GRIEFING’

Griefing is when someone purﬁosely upsets
another player in a game. This can be done by setling
traps, damaging or stealing something from another
player, intentionally killing them and just generally
doing something in the game to spoil gameplay for
them. Essentially, ‘Griefing’ is a form of cyberbullying
and can be exiremely frustrating and upsetting for
players.

~/4

CHATTING AND
FRIEND REQUESTS

Whilst the games in Roblox
are aimed at 8 to 18-year-
olds, there are currently

signing up. This means bot\\

adults and young people
can play and communicate
with each other and send
friend requests through

friend request is accepted,
this means that they can
communicate with each
other outside of gameplay.

1{e]:10) @e ]\ LINE “‘\/
PAYMENTS

When a user creates a game, they earn
something called ‘Robux; which works as
a currency within the platform,
allowing the purchase of upgrades and
memberships. If the created game is of
good quality and attracts multiple
players and in-game adverts, children
have the potential to earn a lot of ‘Robux’
Once a user has earned a certain amount
of Robux, they can convert this to real
cash and withdraw it to a PayPal account.
To withdraw money, users need to be over
13, have a PayPal account and have paid
for the Roblox premium subscription.
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IS YOUR CHILD UNDER 13?

Unfortunately, there are hundreds of YouTube videos showing
children how to change their age settings on Roblox, so
firstly, you should talk to your child to set up some rules/an
agreement. There are additional safety features for children
under 13, for exam'ple having their posts and chats filtered for
Inu;{:propriafe content and behaviour, so It is worth checking
that your child has set up their account with the correct age.
You can find this in their account settings.

DISABLE IN-GAME CHAT

Roblox is great for children to play together and chat to each
other. However, IfJou wanted to completely turn off in-game
chat for your child (meaning they could not contact anyone

including their friends) you can do so by following these steps:

When logged in, go to the Account Se In?s page by clickinﬁ(
on the gear icon at the top right corner of the page, then clic
Seﬂln?s Next, click on the Prlvucy fub and under ‘Who can

chat with me in game?’ select ‘No one’ and this will disable in-

game chat.’
035%
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RESTRICT PAYMENT METHODS

Roblox is a free to play game, but there are still options to TiTesy
make additional in-game purchases. If you do not want your ;
child to make payments, ensure your card is not associated ’P

with their account. If you are happy for your child to make

payments in the game, but want to limit spending, we suggesi

using a games console gift card. These can be purchase

specific amounts, which will allow you to limit how much your

child spends and removes the need for a credit/debit card to
be used with their account.
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This is not a definitive guide. Please always check with the app’s support information to see if
your security and privacy concerns are addressed.

www.nationalonlinesafety.com




At Natlonal Online Safety we believe In empowering parents, carers and trusted adults with the information they need 1o hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of, Please visit www.nationalonknesafety.com for further guides, hints and tips for adults

Fortnite: Chapter 2 has finally landed! With a whole host of new in-game features induding a brand-new map, :
more water-based activities, upgraded character skins and a more streamlined arsenal of weapons, this Fortnite g' i
is promising to be the best yet. Aimost all of the changes are cosmetic which means the concept of the game
remains the same, with players still aiming to be the last man standing. Players will no doubt find the game much
more enjoyable with so much more to explore. For parents and carers however, it pays to remain vigilant.
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- BUYING V-BUCKS GAMINGWITH STRANGERS

As mentioned, Fortnite does contaln in Fomlhlmloﬂn:‘u Is an online game, and as such,
and microtransactions In the form of mmludunu mumll&mwﬁtmluo 3
-Bucks which can be bought with real money. If pndphudmo a
youdododdololot young one spend ' Mvwoupsnloame.nsdﬂfmmto ict what
sure to delete your card mzuwnmg uyotdolno e, 50 It's a good
mrdsulunbowymyw idea for o be grouped togeth :
The only real @ 10 Interacting with .
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d they are absolutely not
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strangers offered by Fortnite is 10 turn off all mic
communications, which can be done in the game’s

1 sottings. Using outside chat apps, Bie Skype or Discord
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PLAYTHE GAME
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TALKTO OTHER

PARENTS / CARERS YOURSELF

1f you're concerned about play time or Mnnowballuulu down
Mmlnmngmulo and the game to leamn
mw:wumofm Ago«\mforwulswahu.lorlm
friends. If you approach as a collective, it p onnlmosl-vnﬂnuyoumlm.gl
numwmmmuma even your smartphone, 5o thers's meves
are online and you doa't have to worry l bewn a better time to get involved and
about who they're playing with, it can soe what all the fuss is about. You never

know, you might even be able to Impress
children when you show them your
ssive Victory Royale tally! ¢

also help curb expectations oa spending
monay on battle passes and skins if you
stick together,
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Bl recommended

At National Online Safety, we believe in empowering parents, carers and trusted odults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide locuses on one app of many which we belleve trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents Need to Know about

- SQUID GAM

With themes of horror and violence, it’s important for parents and carers to understand the potential
risks posed for young audiences by the viral TV show, Squid Game. The nine-episode Netflix-exclusive 'N7
show Is rated 15+ and Is about a world where contestants who are deeply in debt play children’s games lr?
order to win cash prizes. The losers, however, are violently killed. The show’s popularity has meant it has

spread across online platforms, and there is a great risk of young people being exposed to unsuitable

scenes, meaning parents and carers have to be vigilant when allowing children to use devices. ;

Some might argue that Squid
Game contains content that
ml ht not even be suitable for
or teens, let alone young

chlldron. Characters are brutall
tortured and killed throue
nabbl s or 'gomng shot as a result

of rules and enforced bY
masked game maatov The show also
features sexual content and threats of
sexual violence, as well as a strong

theme of gambling that runs
. Whilst the content is very 040
oppool to young children i
ramme aimed ct chlldron rather
peal to young children,
ulorl Yo

throughout the whole show.
much adult-
res of the show lum

face-value. The name Squ!d ‘

~ Game” may be interpreted as

. than adults. The content itself, such as
the brlggt and childish aesthetics,
as thon'o a us on

PWYG"'" games to go with

| SIMILAR CONTENT
 SUGGESTIONS

. When uslng soclal media and
streami content is

sed on what
Is the user has consumed i.e.

~ they have watched or searched for.
 Therefore, there is a greater chance of
your child bolng oxpoud to clmllor

violent or horror-themed content -
on soclal media after watchinga .~
A chowm:o squid Game.

platforms, like TikTok and Vourubo.
with clips of the show going viral. On
YouTube Kids, a number of successful
channels have taken udvamogo of
the Squid Game trend, creati
content such as “How to Draw Squid
Game Characters” videos. Its

ularity has also led to mo cnoﬁon
of app games

the Faie of @ contestant who s Kilied If .

they lose a game.

SCENE RE-ENACTMENTS

Squid Game's pervasive presence on

social media has encouraged many

content creators to re-enact scenes

Irom the show, which has led to

of children wanting to

cl:o imitate those scenes

dis| on social media at

home and in school. Much oi this

content stems from the “Red Light,

Green Light” game from the firs:

episode, where eonustanu attempt to

mako l\’g:st a glant animatronic girl
hoots them.episode, where

contestants attempt to make it pasta ©

glunt cnlmctronlc girl before she
hoots them

Adwce for Parents & Carers

USE PARENTAL CONTROLS 4

Netflix has easily accessible built-in

paronml controls that allow you to set up
rofile for your child with a specific a

m ing, block them from watching certa n

shows and even loek their account so it can’t

be accessed by anyone else. Netflix also allows
to access your child's viewing history to

inappropriate for their age. .
are a way to ugo what is suitable for g
audiences of different you a

your ehlld is watching,

o& rating to see if the TV show or film is |
deemed suitable for their a o%mup If not, try
or
rnnu who have seen it before to get a better
nderstanding of why it's been rated a certain wuy 0

\

Yn‘\,:h sure thtrn not watching anything
Age rotlnga on TV shows and films

unsure obout the conte

check the

watching the show yourse king to other

Meet Our Expert

Carly Page

e W -

MONITOR ONLINE ACTVITY ‘\

Squid game has become a social media
craze and it's possible youu‘r' child wlll see

some con

various plr.m‘otm Therefore, it's lmponunt
to be aware of which websites child has
visited on their smartphone, ta or laptop,
cndloalsokoopcno out for whic
accounts they are following on socld media
platforms, such as Instagram and TikTok.

" HAVE OPEN CONVERSATIONS

y gc.lrlng sure your child is comfortable

you ubout what they see online can
Pou ong way suring you are kept in the
about thoir onllno use. Showing an intorest
in whot your child is doina online gives you the
&pponurmy to discuss what is and is not appropriate for
ir age group, and how they might recognise their own

feelings towards content they see.

is an experienced and highly respected freelance
technology journalist, editor and consultant. Previously the

editor of tech tabloid The INQUIRER, Carly now works as the news
editor for Computer Shopper and IT Pro and writes for a number

of publications including Forbes, TechRadar, Tes, The Metro,

uSwitch and WIRED.

Sources

] "~ MONITOR BEHAVIOUR s 5

Due to the viral nature of the
show, even If your child has not seen ‘ -
squkf Game, it's important to knp un
oyo on their behaviour.
s from schools of chlldron ?laying sSquid

Gamo' in the rloyground and act

aggressively towards the losers as a way to

leato the consequences of losing In TV
show Viewing content that makes your child
:m gnmoomfomblo could also cause them to

or distracted, so it's important
you can easily spot the signs.

WATCH THE SHOW  “%%a.

If you're trying to figure out whether you

should let your child watch Squid Game, it might be
a good idea to watch the show yourself i first, ng
so will allow you to get a better understandii

the show’s content and themes, as well as hel p
decide if th feel comfortabl

with your cLIIId being .IPOOY::‘ to.
Online

9 ' Safety’
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At National Online Safety, we believe in empowering parents, carers and trusted aduits with the information to hold an informed conversation about online safety with their children, should they
foel it is needed. This guide focuses on one game of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

CALL'DUTY

| COLDWAR

of

" 4 ¥ )
Call of Duty: Black Ops Cold War (CoD) is.an online first=person shooter. It's available on PC~
, PlayStation and Xbox. CoD allows players to select from different game modes including campaign,

multiplayer and ‘Zo

ruthless operatives, Black Ops
Cold War features extreme
violence: players harm and kill
enemies in brutal and graphic
ways. Several scenes depict
intense interrogation and torture.
Unsurprisingly, there’s a strong
horror element in Zombies’ mode.
The language used is unsuitable
for under 18s.

Players can gain an advantage
over other users by spending
money on new characters and
attributes. The currency in the
game is known as CoD points.
They can't be earned by
playing the game - only
purchased in the online store.
CoD point packs range from
£1.79 to £84.99.

National

Online

Safety’
#WakeUpWednesday

It's not possible to pause a multiplayer
game of CoD, 5o it's a good idea to agree
with your child a limit of matches they can
play in one session. In 2018, the World
Health Organisation recognised ‘gaming
disorder’ as health condition, so it's
important to monitor how long your child
spends on the game.

Monitor:& LimitiSpending

To avoid your child incurring hefty CoD point
costs, it's best not to link their device to your
bank account. Alternatively, you could allow
limited access by setting up parental
controls on their console. To keep areinon
spending, it's a good idea to use a gift
voucher or a Paysafe card (if they're using
an Xbox or PlayStation).

Meet our expeff .

Mark Foster has worked in the gaming industry for

five years as a writer, editor and presenter. Ho is
the gaming editor of two of the biggest gaming
news sites in the world, UNILAD Gaming and

GAMINGbiIble. Starting gaming from a young age

with his siblings, he hos a passion for
understanding how games and tech work, but

more importantly, how to make them safe and fun.

www.nationalonlinesafety.com Twitter - @natonlinesafety

mbies’. Players can customise their characte

Safety Tips for'Parents & Ca

Remove Violence & Profanity

Atthe beginning of the game, players are given the
chance to disable the graphic content. You also have
the option to do this in the game’s settings. You can
change the profanity setting in the content filters tab, so
that the bad language doesn't appear in the game. In
addition, there’s an option to change the zombies mode
to a more cartoonish rendering, making this mode
slightly less frightening.

Block Unsuitable Contentand Users

You can prevent your child from viewing any
user-generated content by changing the
settings via the in-game options menu, so
unsuitable content won't show on screen
when your child is playing. If your child feels
that they’ve experienced cyberbullying in the
game, there is a facility within the game to
report offensive behaviour.

rand weappns inthe game. =

require an internet connection so that
the player can battie against other
users online: the game has
integration into the existing ‘Warzone'
battie royale mode. A muitiplayer
round usually lasts between 10 and 30
minutes. Because of tho's
immersive nature, it can be difficult for
children to recognise their limits and
know when to stop playing.

o

During a multiplayer game, if your child's PC
or console has a microphone, it's possible
for them to talk to any other player around
the world. As it's an adult game, the
language used in these chats may often be
inappropriate for young chikiren. Due to the
competitive nature of gaming and the fact
that conversations are not moderated, your
child could be at risk of cyberbullying.

Disable Communication Feature:

It's important to talk to your child
regulary about who they're
interacting with online. If you have
serious concerns, you can disable
the voice chat function in the game’s
audio settings and disable the text
chat function in the content filters
section too.

EncourageAlternate Actvities

Players are given incentives during the game to reward

more time spent playing. They can also earnrewards by o
watching influencers playing the game via Twitch. This &
presents a risk that your child could want to spend -
even more time in front of a screen. Make sure you oy 4
talk to your child regularly about the importance of | &~
alternative activities away from their device - such

as physical exercise or pursuing a creative interest.

B

Facebook - [NationalOnlineSafety Instagram - @nationalonlinesafety
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At National Online Safety we believe in emp wl carers and trusted adults with the information they need to hold an informed comnmﬂoﬂ about online safety with their children, should they
feel itis needed. Thlsguldofocumonompmfume!mmw:hm i d adults should be aware of. Please visit www.nati fety.com for further guides, hints and tips for adults.

Call of Duty is undeniably one of the most recognisable video games on the planet. The first
game was released for the PC way back in 2003, and the franchise has spawned a whopping 16
titles to date, and featured on almost 20 gaming consoles and devices. Despite being one of the
most popular games on the market, CoD has never been a stranger to controversy; themes of
war, terrorism and other adult subjects parents and guardians might feel uncomfortable
exposing their children to, have always been a part of the series. The latest iteration, Call of
Duty: Modern Warfare, is no different, even doubling down on some of these mature themes.
So with that in mind, here’s a helpful guide to aid you in navigating the world of Call of Duty.

¢ What parents need to know abouf "@W

CALLOFDUTY:
@ "

18+

M under 18, supervision
u.p:'muugu

Callolomyhlsbomglman I&o-nﬂngdut
dohncdcu cﬁamm nmmnu killing of
graphic and

undo"la‘smcuudbow

carers mymdmsdbbhorm
for their ch

L

CHATTING TO STRANGERS

Byhﬂnbmmlhgl"“mmolbwzmo o
expansive multiplayer. As asol up a wide variety
mp«mngmmde.mdmwmg gbohdude
co-op gameplay modes. Ideally,
Ml&mcmbmagwmmmmwyw
online. } play ag
mddandwﬂamﬁhvthhnmuudnwoﬁmbo

_INCREDIBLY RAW CAMPAIGN

Thoshokphywampﬂm Qlelomy-uodemw.hnhm

around a war in the fictitious ofU n. It
fest Bt sl

weapons and torture. Infinity Ward (who mhpd the game)
gone on record saying thisis the Mnﬂs&mdgmndodgam
they’'ve ever made, so it stands to reason that the campaign has .
Raated politiafclimat “‘w‘.’.&.“'w...g‘“ ger i “"“m"" ot fuly
e, not
grasp what’s going on on screen, it”
uncomfortable questions If they're left to play R ump«vlnd.

ADDICTIVE NATURE

Call of Duty: Modern Warfare has promised to be
the best yet. The game features a number of new
game modes now includes crossplay for the
firsttime, players can now play each
other across any (i.e. Xbox, Playstation or
PC). As always tends to be the case when a new
game Is released, players spend large amounts of

Iinappropriate for young children. Due to the compatitive
mmolgamhgnd'gcfx(oom«mbm are not
moderated, your child could also be at risk of cyberbullying.

time ng to grips with the new features and the
ive nature of COD means children can find it
difficult to stop playing and realise their limits.

od

LOOT BOXES SWAPPED FOR BATTLE PASSES
Previous versions of Call of have included Toot MMMMMWMNMM“MWMWMWmmw

Players could progress but wouldn’t know what pudmhg Warfare however has
ﬂtmammdmmwuphmmmm&qmbm they will be unlocked and when they will them in the game.

@gafe[y TPS for Faren[s@

STICKTO THE PEGI RATING BE WARY OF GORE AND VIOLENCE
It really can’t be stressed enough how much this game Is not for younger 1 8 There's no getting around the fact that this is an
children. While you could argue that most of the scenes are in the single Incredibly nalldstk game, frotp tJho themes down

::;'gon In the gsn::d\’l“hhl.l: there Is :::plbn to
WWW.pegi.| T ) disat ] 5 el 1‘ dles In the game

phy«ampdgmaﬂwumhﬂphymdﬂphmmw-opwww
not without their
>9 oﬂ)l(sdu
includes a rather vi | of

shortcomings. For example, one of the
that is prevalent throughout. ‘

National
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klllstmlcyoummhlnmdtblmlswhluphosphoms - a chemical
weapon that can do Indescribable things to the human body. This really comes
dawntol’nmﬂr.d igement of the adult, and the emotional maturity of the
<hild, but if any doubt, stick to the PEGI rating - It's there for a reason.

STAY SAFE DURING IN-GAME CHAT

s‘y. efault, Modern Warfare allows multiplayer in-game lobbles to have an open
t feature. This basically means that anybody in the lobby with a mic can hop In
lnduymlv«thoyilu.mtunly,mlseodd lead to some profane language or
P ing exp Turning this off is as simple as going to
dngtmwmmmﬂdbuhmmummmwoﬁ.hm
that this also disables the mic on your end too, so the safest and best option is
always to make sure children are in a party with their friends before they start the
game, then they can still chat to each other without outside interruption.

Mee{ our exper{,

Mark Foster has worked In the gaming industry for 5
years as a writer, editor and presenter. He Is the current
gaming editor of two of the biggest gaming news sites In
the world, UNILAD Gaming and GAMINGbible. Starting
gaming from a young age with his siblings, he has a
mhwnmmmmm

Mmluﬁu&aﬁy |

oy F

TALKTO YOUR CHILDREN ABOUT THE THEMES

mmmnnmmmunwmmmnmwhmmm
Moral s and situations are more prevalent in today's
Mowbmhbmawndoaanywmlmpommwlual
and social commentary. If you're okay letting children play the game, it's definitely
worth sitti dwnmthcmmdh:mmmmdwhymmwumtoamm
them critically. For example, Captain Price is clearly a good character, but he
uosuonabhmlngInordu@oadﬂonhkgods.bo«&hmbhhnabaddum?

If kids are old enough to see these situations, they're old enough to question why. ‘ ‘

%

how to make them safe and fun.

www.nationalonlinesafety.com  Twitter- @natonlinesafety = Facebook - /NationalOnlineSafety
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What parengs need o know about

.. GRAND THEFT
- AUTO (GTA)

O\

s

Grand Theft Auto is an action-adventure video game series where
players control criminals and wreak havoc in order to complete missions
and progress through the game. During the early stages of the game, it
solely focuses on completing missions to go up a level. However, as the

~\

game grew more popular the makers of GTA decided to introduce a
narrative to each edition of the game. The aim of this was to increase user
engagement, making gamers believe that they were no_R"ust playing as
the character, but they became the character. Grand Theft Auto is
accessible on a number of devices including: PlayStation and Xbox,

desktop computers, PSP, Nintendo DS, and Mobile.

J

 Top Tips for Parents

'Y N IRANGERS T
When buying GTA V you automatically have access to
Grand Theft Auto Online, a version of the game that
allows players to play online. They can play alone,
invite players to a game, or be involved in public
‘sessions’ where people will be picked at random to
play. When you first load into a game you are
automatically placed into an open lobby, meaning you
play with random people. The 'social club’is GTA's very
own social platform where users can bet money, share
in-game photographs (which users can like and
comment on), and even message other users directly.

What parenfs can do

To prevent your child glayin with strangers on the
game, you can change the setfings to ensure they only
play with their approved friends list. Upon si ning up

to the‘social club; it automatically sets a player’s
visibility settings to ‘everyone; meaning their name
and profile information is made public. Parents can
alter this by changing the visibility settings to ‘only
me'

"\ J

WARNING!

Due to the nature of the game and the age
restrictions, GTA includes content that is
inappropriate for anyone under the age of 18,
including sex, nudity, violence, profane language,
and substance abuse. These are the main
components that make up the game - you have to
do certain things and witness certain things in
order to move on in the game. Exposing your child
to this type of content could affect their morals and
understanding of right and wrong. Additionally,
your child could become desensitised to similar
situations, reinforcing the fact they they would
find it hard to differentiate between right/wrong
and good/bad.

7

THERISK - ONLINE HACKERS

Hackers can make money by helping users cheat in
the game. They can do a number of inappropriate
things, including killing people, stealing weapons,
spawning money into the game, and even raping
other characters. Spawning money tends to be a
gamer’s most popular choice, being able to buy
$100,000,000,000 (of in-game currency) for as little
as five US dollars.

What Paren@s can do

Actively monitor your child’s online activity. These
websites are very easy to find, meaning children and
young people can easily navigate their way to these

wesbites and an for hackers. Not only is this an
illegal activity, but you have the risk of giving your
personal information to someone who may misuse it.

THERISK - ADDICTION

Addiction is a risk with any game. Game developers
use persuasive design techniques to force users to
invest their time, and often money, in a game. Within
GTA, your character is able to progress through the
game for completing missions within a certain time
frame, encouraging children to keep returning to the
game. Gaming addiction is now a recognised health
condition and the side effects are concerning,
including sleep deprevation, decreased attention
span and erratic emotional behaviour.

What parenfs can do

There are a number of things you can do if you are
concerned about your child’s screen time, including
settinq time limits within the home, especially during
meal times and before bedtime. Talk to your child
and ask why they are spending so much time on the
game, and enourage healthy alternatives such as
outdoor activities and spending quality time with
friends and family.

S J

THERISK - LIVE CHAT

When playing GTA online, players have the option to
use a microphone to broadcast their voice live to other
players involved in the ‘session’ These live voice chats
are not moderated, meaning anything could be said,
including inappropriate language, as well as verbal
forms of bullying.

What parenfs can do

Talk openl¥ with your child about not giving away
personal information. Also remind them that
conversations can be recorded, which could
damage their online reputation. Depending on
the device/platform, there will be ways to mute
conversations. Make yourself aware of the
device’s/platform’s individual settings and ensure
that your child knows how to block and report.

.

THERISK -
MICROTRANSACTIONS

By completing missions and partaking in certain
activities you earn in-game currency. This allows you
to buy things such as prostitutes, vehicles, weapons,

ammo, new outfits, cars, apartments and more.
However, the items that are available to buy often
have a high price that require a lot of game time,

meaning the items are pretty unrealistic to buy.

What parenfs can do

If you do not want your child to make payments,
ensure your card is not associated with their account.
If Kou are happy for your child to make payments in
the game, but want to limit spending, we suggest
purchasing a gre-paid gift card for your child. These
can be purchased in specific amounts which will
allow you to limit how much your child spends and
removes the need for a credit or debit card to be used
with their account.

SOURCES:

https://www.imdb.com/title/tt2103188/parentalguide
https://www.telegraph.co.uk/gaming/news/grand-theft-auto-v-has-made-money-film-history/
http://www.techaddiction.ca/addiction-to-video-games.html
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It can be challenging for parents and carers to know

whether children are spending too much time on their
devices. Furthermore, it’s even more of a challenge
to know whether a child is addicted to the internet
and social media. As technology is becoming more

pervasive, children and young people are experiencing
tech - related dependencies. Do we as parents and
carers have the knowledge to identify and support

children and young people who may be developing an

addiction to their devices?

7%

of parents

said they thought their
children spent too much
time in front of screens

3

SMARTPHONE ADDICTION
IS A RECOGNISED HEALTH
CONDITION

Children as young as 13 are attending
‘smartphone rehab’ following growing concerns
over screen time. There are now help centers
in the UK which deal with screen addiction for
children and adulfs showing the seriousness of

IT CAN CAUSE SLEEP
DEPRIVATION

7 out of 10 children said they had missed
out on sleep because of their online
habits and 60% said they had neglected
school work as a result. It is important that
children get the sleep they need in order
to focus the next day.

CONFIDENCE, SUPPORT &
ACCEPTANCE

The Children’s Commissioner report ‘Life in
Likes’, explored how children aged 8-11 are
using social media today. It showed that
children are using their devices to speak to
their online friends about their problems and

device addiction.

LIMIT SCREEN TIME

In today’s digltal age, technology is an important
part of a child’s development so completely banning
them from their device will mean they are missing out
on a lot, including conversations and communication
with their friends. Rather than banning them from
using their devices, we suggest selting a screen time
limit. Work out what you think is a suitable and healthy
amount of time for your child to be on their device
per week. Remember that your child may need to use
devices for their school homework so only set screen
limits on recreational time on their device. Once you
have established this, have the conversation with them to
discuss why you are implementing a screen limit. There will
be others in your child’s friendship group who will not have
screen limits set and will be sending messages when they do
not have access to their phones.

ENCOURAGE ALTERNATIVE ACTIVITIES

It may seem like an obvious solution, but
encovuraging children to play with their friends, read
a book, or playing outdoors will help them realise
they can have fun without their device. Playing
~football, tframpolining, camping, going for a walk
or swimming are all healthy replacements for

» screen time. Try to join them in their outdoor
activities to show your support.

LEAD BY EXAMPLE

Children model their behavior on their peers, so if

their ?arents are constantly on their device, they
will see this as acceptable. Try limiting your own
screen time and follow the same rules

have set for them. If you have asked your
child to not use their device at the table,

make sure you don’t. Try setting house

rules that the whole family abide by.

Sources

s://www .independent.c

seek acceptance and support, removing
face to face interactions.

LOSS OF INTEREST IN
OTHER THINGS

Your child may become less interested in
anything that does not include their device.
You may notice that your child is missing
school time and generally being less engaged

with other activities in the home. Itis
important to discuss this with your
child as soon as you notice a
behaviour change.

LESS TIME MEANS LESS EXPOSURE

There are many risks associated with devices, such as
cyberbullying, grooming, sexting, viewing inappropriate
content etc. Less time spent on a screen means that a child will
be less exposed to these risks.

MOBILE-FREE MEAL TIMES

Have you fried to settle your child by giving them a tablet at
the dinner table or restaurant? This may seem like a quick fix
to calm them down but in reality, it is encouraging them to

use their device as a distraction from conversation and

dealing with their emotions. We suggest removing all
technology from the dinner table and having
conversations with your family about how
their day has been.

REMOVE DEVICES FROM THEIR BEDROOM

Setting a rule about removing devices from bedrooms will help
your child to get the sleep they need and be more focussed
the next day at school. 20% of teenagers said that they wake
up to check their social network accounts on their devices.
Even by having a device switched off in their bedroom, they
may be tempted to check for notifications.

o G
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This is not a definitive guide. Please always check with the app's support information to see if
your security and privacy concerns are addressed
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed convcrsa(lon about online safety with their children, should they
i li fety.com for further guides, hints and tips for adults.

feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.
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Gudgested Apps and (ames For |

Jearning \‘)

MAGIC PIANO BY SMILE ) .  AZOOMEE )

Azoomee houses over 1,000 games, videos and activities for kids of all ‘ 4

ages to play, have fun and most importantly develop their key skills in.
The app Is award BAFTA i d, supported by the NSPCC

(according to the doscriptlon on thdr app pago) and comes with a suite of

it does teach hand-eye coordination and can help spark creativity
in young minds. Users can play along to a variety of popular songs

While Magic Piano doesn't strictly teach you how to play the piano,

Ke
on a range of difficulty levels in an anempt to get through the song
with as few kes as possible, inc g dexterity and reaction " parental controls built in. As well as mes, activities and kid’s
times. Free on I0S & Androld, the game does contain some ads and in-app favourite TV shows, the app also has a built-in chat feature where they can talk to
purchases, so be sure to check these out before letting younger players unleash their friends safely. A nice little touch is that if you buy a subscription to Azoomee for
their musical side. Magic Piano is PEGI 3 rated but req; more for £4.99 a month, a portion of the money raised goes towards
supportlng the NSPCC. The app is available on iOS, Android and A

hands to master so older kids will get the most from this.

POLY BRIDGE )

While Poly Bridge could be easily enjoyed solely as a game, it’s actually an
incredibly clever way to learn critical thinking and engineering skills in a kid

CROSSWORLD PUZZLES (WUBU APPS LTD))

Crossword puzzles might not i ly seem like a | ing game for
younger kids, but they’re incredibly effective at building strong word skills
and problem solving. This one by Wubu Apps lelted is exclusive toiOS

friendly way. It's set in a colourful, cartoony world and has extremely simple
)ameplay. In Poly Bridge, it's your task to get cars, buses, trucks, boats and more and constantly changes its roster of daily ¢ ds and ch
safely to their destination by designing bridges that are safe and practical. How . although there are a whole bunch of apps available out there which do similar
those bridges are created is entirely up to you. With over 100 levels, a sandbox mode things. The app is rated 4+ but would likely be suited to kids a little older as the
crosswords are designed for adults as well. As mentioned, Crossword Puzzles is only
available on iOS devices and is free to download but does contain in-app purchases.

and almost infinite playability, Poly Bridge is available on PC, Android, iOS and Nintendo
Switch at various price points, so be sure to check which is the best option for you.

SCRIBBLENAUTS UNLIMITED )

Scribblenauts is a game like few others In that it actively encourages children to use their lntultlon to solve a variety of
y useful items for main

puzzles. Armed only with their | i I, must lete levels by
character Maxwell to collect the Starites and achieve his goal. The game helps create strong vocabulary and word

association to a fun 2D backdrop. While any version of Scribblenauts is good, Unlimited is the most readily available,
being released on Wii U, PC, Nintendo 3DS, iOS and Android devices, PS4, Xbox One and Nintendo Switch.

2> ) v

Just for fun
SUPER MARIO ODYSSEY ) m @

Widely regarded as one of the greatest games Nintendo have ever made, Super Mario Odyssey provides

family friendly fun and a challenging environment for kids to learn new skills in a video game. Rated

PEGI 7, Odyssey can be enjoyed by almost any age range, even those who are young at heart. The caveat

. is that the game is only available on Nintendo Switch, so some investment will need to be made, but the
console boasts a host of other child-safe titles and the ability to play on the go as well as at home.

keeping young ones and toddlers out of trouble on long journeys or at
imagination run wild. The game can be played online with friends and supports

home. The specific profile for kids allows them to only view content
approprlate for younger audiences which lets you and them watch their
cross-play, meaning that no matter what device everybody has, it can be played

NETFLIX ) MINECRAFT
N ET F L I X ‘ As obvious as it may sound, Netflix's children's section is ideal for Mlnecraft is one of those rare, timeless classics that can be enjoyed by every age
group. Coming in both a console version and a pocket edition for mobile devices,
the sandbox world-building fun in Minecraft can be an amazing place to let your

. f: shows and ies anywhere, at any time. Curated playlists, easy
navigation (hrough TV series and movies, and no-hassle auto-play means a stress-fme together While the game isn't free, it will undoubtedly provide hours and hours of fun for
The onl de to the app is that it requires a Netflix subscription in order to use the whole family so it’s worth the investment of a one-time purchase. As one of the most popular
itbut ifyou're happy to pay the monthly cost, it's an absolute must for any parent. games ever released, it inspires critical thinking, problem solving and aboveall, fun.
— /
——— b

@ @ ADVENTURES OF POCO ECO: LOST SOUNDS ) ‘

If something more slow-paced and chilled out is on your
|

LEGO MOVIE MAKER 2 )
radar, Adventures of Poco Eco should be able to scratch l
\

MOVIES MAKER The LEGO Movie Maker 2 app lets users create their own stop-motion movies
and upload them for others to watch online. Kids can create a short LEGO movie
in whatever genre they like using a range of easy to use tools and are able to add that itch. With an emphasis on creating a rich and
in sounds and visual effects to make the videos look super realistic. All movies are inviting musical dscape over hardcore gamnplay,
moderated before they make it online so you can be sure no sensitive information is the puzzle action is perfect for unwinding young minds,
as opposed to challenging them. The single-player gameis

uploaded or vhwad by third parties. The app is free to download on both iOS and Android
devices but does creation of a LEGO to upload videos. The only information available on all iOS and Android devices, as well as the
needed for an account is the country you live in, your email address and date of birth. While it's Amazon Kindle Store and you can also nab yourself a free copy
of the soundtrack with the purchase.

rated for 4+, kids of 8 and up will get the most out of this one.

Mee{ our experf,

Mark Foster has worked in the gaming industry for 5 yearsasa
writer, editor and presenter. He is the current gaming editor of two
of the biggest gaming news sites in the world, UNILAD Gaming and
GAMINGDbible. Starting gaming from a young age with his siblings,
he has a passion for understanding how games and tech work, but
more importantly, how to make them safe and fun.
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At National Online Safety we belleve in emp ing p. ts, carers and d adults with the Information they need to hold an Informed conversation about online safety with their children, should they

feel it Is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.nationalonl| fety.com for further guides, hints and tips for aduits.
_ Q&-STR’(}
There’s a good chance you already know what the PlayStation 4 (P54) Is. Sony’s video game console Is often v" GAME 1
touted as belng one of the best-selling of all time, with over 100 million units shifted worldwide. With over SPECIFIC
seven years of polishing and fine-tuning under Its belt, you'd expect the console to be one of the safest PEGI RATING
around. While this Is overwhelmingly true, there are still things parents should be on the lookout for -See

Individual Title
Packaging

whether they're children are starting It up for the first time or they’re already experienced users.

7\ What parents need to know about

PLAYSTATION4
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Meet our expert

Mark Foster has worked in the gaming Industry for
5 years as a writer, editor and presenter. He s the

current gaming editor of two of the biggest ; ‘ % 2 -

gaming news sites in the world, UNILAD Gaming 5 J
and GAMINGbible. Starting gaming from a young ¥ ~—
agewith his siblings, he has a passion for ‘ ‘

understanding how games and tech work, but -’

more importantly, how to make them safe and fun.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What parents & carers need to know about ..

PLAYSTATION 5

The PlayStation 5 is the next-generation video game console from Sony. It offers improved
graphics, sound and much quicker loading times. It also has a new controller with motion- and
force-feedback features for a more immersive experience. Parents should note that there are
two different versions available that support discs or digital downloads.

Safely setting up your Playstation S

PlayStation 5 Blu-ray

PlayStation 5 Blu-ray is the larger of the two consoles,
although not by alot. It enables you to play games on disc or
by digital download. Although all new games are available
digitally, the disc drive is still useful to watch movies from
discs as well as play most existing PlayStation 4 games you

own. It also enables you to purchase second-hand games on

adisc, which is often much cheaper.

L
Family Settings

Both PlayStation 5 models offer important family controls that
should be set up before your family starts using the system.
Although this can take a little time, it ensures that children have
their own accounts and sets limits on spending, interactions and
age ratings. If done correctly, children cannot circumvent these
controls that require the parent's password to alter.

Setting Limits on Play Time

You can specify how long, and at which times of day, the console
can be used to play without needing a password. Talk to your
children and agree how long is appropriate, then set this on their
profile, so it's something they understand and accept. You can
set different time limits on each of the users on the system.

Managing Spending

You can set a limit on spending via Parental Controls. This
means that any additional purchase requires your
password. Another alternative is not to put credit card
details into your account and instead add credit as they
need it using the book token-like cards in-store or online. A
nice feature on the PlayStation is setting an amount of
pocket money to spend on games each month.

Setting Ade Ratings

You can set a limit that stops any
older-rated games being played
without a password being entered.
This is not only a good way to ensure
children are playing appropriate
content but is a good chance to talk
about the games they are playing.

| Types oﬁgc?unts

Set up Parent Accounts

Setting up a parents’ account is important so
you can manage the console for your family.
After plugging your console in, connect to the
internet and wait for updates to finish. Once
updated, create a parent user account with
an email address you regularly check and
password specified.

Meet our expert

Andy Robertsonis afreelance family
technology expert who often works for
the BBC. He runs the Family Gamer TV
YouTube channel and contributestoa
range of national media on the topic of
video games and family.

PlayStation 5 Digital

PlayStation 5 Digital is slightly smaller as it doesn’t
contain a Blu-ray drive. This means the console is
cheaper but can only run games you download via
an internet connection. Unlike the Xbox Series X
and the cheaper Series S, the digital-only
PlayStation 5 is just as powerful as its more
expensive disc-and-download counterpart.

Downloading the PlayStation App

The PlayStation 5 uses the same PlayStation app as the
PlayStation 4. This is a super-easy way to tweak the user
settings for your family without having to log on to the
console. It's also a good way to keep track of what different
people are enjoying on the system. The app can also be
used as an easier way to log-on by scanning the QR code.

An important step during the PlayStation 5 set-up is
specifying the default settings for guest accounts as well as
a passcode for your own account. This ensures that all users
need to access the system with their own account and
related limits and settings.

Another important area of the Parental
Controls is specifying how and who your child
can interact with online. Modern consoles
enable players to share text, voice, images
and video with each other. You can set
whether they can do this, and also apply a
password before they can add new friends.

Game Subscriptions E“

In addition to buying individual games digitally or in-store,
you can also subscribe to services that offer access to
hundreds of games for a monthly fee. PlayStation Plus is
needed to play games online with other people and offers a
set of games you can immediately download for the new
system. PlayStation Now enables you to stream (and
download) a wider set of games.

/
Set up Child Accounts

Setting up child accounts are important
to be able to limit play time, spending
and apply age ratings automatically.
Separate accounts for each child user
can be set up. It’s a good idea to specify
a password for the guest account so
children cannot access this also.

National

Online

Safety’
HWakeUpWednesday

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - [NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 25.11.2020




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.

What parents & carers need to know about..

XBOX SERIES X|S

The Xbox Series X and Series S are the next-generation video game consoles from
Microsoft. They offer improved graphics, sounds and much quicker loading times.
Parents should note that the two versions available are quite different.

Safely Setting up Your Xbox Series X / S

. L X X X X X 4 g
Xbox SeriesX " am a> o> o> o> Xbox Series S
Xbox Series X is a larger device, with a disc Xbox Series S is a smaller, disc-less version of the console
drive, twice as much storage and higher J which plays all the new games but with reduced visuals
performance chips. It can play the new ; ) or possibly frame-rates. Because it doesn’t support discs
Xbox games at the highest resolution and ‘ you can't play old games from discs and must purchase
with the best visuals. It enables you to run new games digitally. It also has smaller storage, offering
games from disc or digitally. Ty 500GB which is about half that of the Xbox Series X.

Apply Family Settings

tant

Set-Up Parent Accounts Set-Up Child Accounts

Setting up a parents account is important so you Setting up child accounts are important to be able to limit play-time,
can manage the console for your family. After spending and apply age ratings automatically. Separate accounts
downloading the Xbox app to aid set-up, connect to for each child user can be set-up. It's a good idea to specify a

the internet and while the console updates, use the ™ password for the guest account so children cannot access this also.
app to start specifying settings. Once updated, You can also download the Xbox Family Settings app to help you
create a parent user account with an email address adjust these settings in the future without having to access the

you regularly check and password specified. console directly.
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Ily connected world, children and adults are constan'

beings; it’s a natural human instinct, especially

wantto
these

innocent, raising awareness

% What parenfs need fo know about
ONLlNE CHALLENGES

MENTAL HEALTH
&WELLBEING

As well as having the potential to cause actual
physical harm, some challenges can be extremely
upsetting for children. Many are created with the

sole purpose of instilling fear in an individual in
order to coerce them into doing things that could
have a long-term emotional effect on them.

VARYING LEVELS
OF RISK

As a parent or carer, it's important to take a balanced
view and understand that not everything online has
the potential to do harm. Mass-following and
interaction can be a force for good. For example, the
Ice Bucket Challenge, which swept the nation, set out
to raise money and awareness of Amyotrophic Lateral
Sclerosis (ALS). At its height, over 28 million people
uploaded, commented on, or liked Ice Bucket
Challenge related posts on Facebook. It's equally
important to be aware though that online challenges
often have a darker side. Malicious trends and
challenges can expose children to dangerous or even
life-threatening situations, so it's critical that parents
and carers are aware of the latest risks and
understand what steps to take to mitigate them,

suggests, spread and

usement. However, they can have much more sinister ui
children at risk of physkal harm or, in extreme cases, fatal injury.

‘FOMO’- FEAR OF
MISSING OUT

The 'Fear of Missing Out’ (FOMO) is a strong
emotional characteristic, particularly displayed in
young people. The nature of viral challenges
encourages children to explore and push boundaries.
They tap into FOMO by feeding on a child's natural
desire to join in, be accepted and share experiences
with their friends and the wider online community. A
recent study also found that FOMO is one of the
greatest causes of Social Media addiction.

b mctandcotmibme.We’nus:ch
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causes or simply providing
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STRIVING FOR
LIKES

In a major study by the Children’s Commissioner, it
was found that children as young as ten years old
are reliant on ‘Likes’ for their sense of self-worth. A
major concern around viral challenges is not
knowing how far children will go to earn ‘Likes’
Couple this growing appetite for acceptance with
commonplace peer pressure and the potential
problem is compounded. The result is that when
young people are drawn into online challenges,
because it is what all their friends are doing, saying
‘no’ can seem like a very hard thing to do.

=/ % Top Tlps for Parents J®

P

COMMUNICATION &
MONITORING

It's important to talk to your child regularty and
monitor their online activities.

THINK BEFORE ACTING

As with most in life, let unu il

when it comes to Viral Challenges. Young

mmwwwmmha‘?’s
and wellbeing, both online and

wamwmmm
risks. Start a discussion about the Online Challenges

SEITING UP EFFECI'IVE
PARENTAL CONTROLS
ensuring

their friends list, ensuring their personal information is
safe and secure and keeping a watchful eye on the
content they're sharing.

REPORTING & BLOCKING

mokmuﬂygosofnhuod;hg
Arise

Ialby

-
.. VALIDATE SOURCES

is as it seems. Some people create fake
ootm w'lhod&‘hmbmow.xn
sharing. If your child has seen something online
s you should ge them to,
check its origin, verify that it came from a credible source
and check the comments made for any clues to its validity.

FACING REALITY

Trends and Viral Challenges can be tempting for children
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Satonal 7 questions to help you start a conversation
with your child about online safety
¥

HWakeUpWednesday 0

Which apps/games are you
using at the moment?

THIS WILL GIVE YOU A GOOD OVERVIEW OF THE TYPES OF THINGS YOUR CHILDREN
ARE DOING ON THEIR DEVICES, ALONG WITH THEIR INTERESTS. REMEMBER THAT
THEY MIGHT NOT TELL YOU EVERYTHING THEY ARE USING, SO IT IS A GOOD IDEA
TO ASH THEM TO SHOW YOU THEIR DEVICE. BECAUSE NEW APPS AND GAMES ARE
RELEASED REGULARLY, IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN TO

ENSURE YOU ARE UP TO DATE WITH WHAT THEY ARE DOING.

Which websites do you
enjoy using and why?

AS IN THE TIP ABOVE, ASHING THIS QUESTION WILL ALLOW YOU TO FIND OUT WHAT YOUR
CHILD IS DOING ONLINE, AND ENCOURAGE POSITIVE CONVERSATIONS ABOUT THEIR ONLINE
ACTIVITY. ASH THEM HOW THEY USE THE WEBSITES, AND TAHE AN INTEREST IN HOW
THEY CAN USE THEM IN A POSITIVE WAY, ALSO ASKING THEM TO SHOW YOU IF POSSIBLE.

How does this game/app work?
YEZ Can | play?

—
9 SHOW A GENUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAME OR USING AN
APP WITH THEM, IT MIGHT HIGHLIGHT SOMETHING THAT THEY DON'T NECESSARILY THINHK IS A

] DANGER TO THEM. IF THEY ACT LIKE THEY DON'T WANT TO SHARE THEIR ACTIVITIES WITH YOU,
3 QUESTION WHY.

Do you have any
online friends?

CHILDREN CAN FORM POSITIVE RELATIONSHIPS WITH PEOPLE ONLINE, AND THIS HAS BECOME
MORE COMMON THANHS TO ONLINE MULTI-PLAYER OPTIONS, BUT THEY MAY NOT FULLY
UNDERSTAND THE DIFFERENCE BETWEEN A FRIEND AND A STRANGER. YOU COULD MAKE THE
QUESTION MORE SPECIFIC TO YOUR CHILD, FOR EXAMPLE: “"HAVE YOU MET ANYONE ONLINE
THAT YOU LIHE TO PLAY GAMES WITH?” THEY MAY NOT WANT TO SHARE THIS INFORMATION
WITH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS.

Do you know where to go for help?

@ ‘ ‘ . ALTHOUGH YOU MAY BE THE ADULT THEY TRUST THE MOST, SOME CHILDREN STRUGGLE TO TALH
ABOUT WHAT HAPPENS ONLINE DUE TO CONFUSION OR EMBARRASSMENT. BECAUSE OF THIS THEY

gg%dc\)‘ﬁil r MAY STRUGGLE TO APPROACH THE NORMAL PEOPLE WHO WOULD HELP, SUCH AS YOURSELF OR A
TEACHER. HAVE A CHAT TO YOUR CHILD ABOUT EXACTLY WHERE THEY CAN GO FOR HELP, AND HOW
THEY CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS INAPPROPRIATE ONLINE.

(.a\ )
= Do you know what your
personal information is? 0
»

YOUR CHILD MAY ALREADY KNOW WHAT THEIR PERSONAL INFORMATION IS BUT
THEY MIGHT NOT THINH ABOUT HOW IT CAN BE SHARED. HAVE A CONVERSATION
ABOUT WHAT PERSONAL INFORMATION IS AND HOW THIS CAN AFFECT THEM IF IT IS
SHARED BEYOND THE INTENDED RECIPIENT. IT IS IMPORTANT THAT YOUR CHILD
UNDERSTANDS THE DANGERS OF SHARING CONTACT DETAILS OR PHOTOS, AS ° : ®
(4
®

INFORMATION SUCH AS THIS CAN SPREAD QUICHKLY ONLINE. e
® y
‘ e )

Do you know your limits?

CHILDREN MAY NOT UNDERSTAND THE NEGATIVE IMPACTS OF DEVICE OR GAME ADDICTION. TALH
TO THEM OPENLY ABOUT HEALTHY HABITS AND ASH WHETHER OR NOT THEM SPENDING TIME
ONLINE OR PLAYING A GAME IS AFFECTING THEIR SLEEP, PERFORMANCE AT SCHOOL OR IF THEY
ARE GENERALLY LOSING INTEREST IN OTHER ACTIVITIES. YOU MAY LEAD ON TO ENCOURAGING
ALTERNATIVE ACTIVITIES AND DISCUSSING THE INTRODUCTION OF TIME LIMITS WHEN AT HOME.
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